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Oracle Cloud Infrastructure – Server Room
What’s going on over there???
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Oracle Cloud Infrastructure’s security approach is based on seven core pillars.
Customer isolation: Allow customers to deploy their application and data 
assets in an environment that commits full isolation from other tenants and 
Oracle’s staff. 
Data encryption: Protect customer data at-rest and in-transit in a way that 
allows customers to meet their security and compliance requirements with 
respect to cryptographic algorithms and key management. 
Security controls: Offer customers effective and easy-to-use application, 
platform, and network security solutions that allow them to protect their 
workloads, have a secure application delivery using a global edge network, 
constrain access to their services, and segregate operational responsibilities to 
reduce the risk associated with malicious and accidental user actions. 
Visibility: Offer customers comprehensive log data and security analytics that 
they can use to audit and monitor actions on their resources, allowing them to 
meet their audit requirements and reduce security and operational risk. 

Oracle Security Objectives
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Secure hybrid cloud: Enable customers to use their existing security assets, 
such as user accounts and policies, as well as third-party security solutions 
when accessing their cloud resources and securing their data and application 
assets in the cloud. 
High availability: Offer fault-independent data centers that enable high 
availability scale-out architectures and are resilient against network attacks, 
ensuring constant uptime in the face of disaster and security attack. 
Verifiably secure infrastructure: Follow rigorous processes and use effective 
security controls in all phases of cloud service development and operation. 
Demonstrate adherence to Oracle’s strict security standards through third-
party audits, certifications, and attestations. Help customers demonstrate 
compliance readiness to internal security and compliance teams, their 
customers, auditors, and regulators. 
Additionally, Oracle employs some of the world’s foremost security experts in 
information, database, application, infrastructure, and network security. By 
using Oracle Cloud Infrastructure, our customers directly benefit from Oracle’s 
deep expertise and continuous investments in security. 

Oracle Security Objectives
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User authentication and access control: Least-privilege access is used to 
grant access to production systems, and the approved lists of service team 
members are periodically reviewed to revoke access when there is no 
justifiable need. Access to production environments requires multi-factor 
authentication (MFA). The MFA tokens are granted by the security team, and 
tokens of inactive members are disabled. All access to production systems is 
logged, and the logs are stored for security analysis.

Change management: Oracle Cloud Infrastructure follows a defined and 
rigorous change management and deployment process that uses purpose-built 
proprietary testing and deployment tools. All changes deployed into our 
production environment follow a testing and approval process prior to release. 
This process is designed to ensure that changes operate as intended, and can 
otherwise be rolled back to a previous known good state to recover gracefully 
from unforeseen bugs or operational issues. We also track the integrity of 
critical system configurations to ensure that they align with expected state.

Oracle Security Design and Controls
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Vulnerability management: Oracle uses both internal penetration testing 
teams and external industry experts to help us identify potential vulnerabilities 
in our products. These exercises help us improve the security of our products, 
and we work to incorporate the lessons that we learn into our future 
development work. Oracle Cloud Infrastructure hosts undergo periodic 
vulnerability scanning using industry-standard scanners, and applicable 
findings are patched by our product teams.

Incident Response: Oracle has developed strong processes and 
mechanisms to enable us to respond to and address incidents as they arise. 
Oracle maintains 24/7 incident response teams ready to detect and respond to 
events. We have also built a process to help us learn from our incidents. We 
perform root cause analysis through our Corrective Action/Preventative Action 
(CAPA) process. CAPAs are intended to discover process gaps and changes 
that should be made by the business after an incident. 

Oracle Security Design and Controls
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Server security and media management: Oracle has a long history of 
enterprise-class secure hardware development. Our Hardware Security team 
is responsible for designing and testing the security of the hardware used to 
deliver Oracle Cloud Infrastructure services. This team works with our supply 
chain and tests hardware components to validate them against rigorous Oracle 
Cloud Infrastructure hardware security standards.

Secure host wipe and media destruction: Oracle Cloud Infrastructure 
instances are securely wiped after hardware is released by customers. This 
secure wipe restores hardware to a pristine state. We have re-engineered the 
platform with proprietary hardware components that allow us to wipe and 
reinitialize the hardware in a secure manner. When the underlying hardware 
has reached end-of-life, it is securely destroyed. Before leaving our data 
centers, drives are rendered unusable by using industry-leading media 
destruction devices.

Oracle Security Design and Controls
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Site Selection Process: This approach begins with our site selection process. 
Candidate build sites and provider locations undergo an extensive risk 
evaluation process that considers environmental threats, power availability and 
stability, vendor reputation and history, neighboring facility functions (for 
example, high-risk manufacturing or high-threat targets), and geopolitical 
considerations, among other criteria.
Uptime, Power & Equipment Redundancy - Oracle Cloud Infrastructure data 
centers align with Uptime Institute and Telecommunications Industry 
Association (TIA) ANSI/TIA-942-A Tier 3 or Tier 4 standards and follow a N2 
redundancy methodology for critical equipment operation. Data centers 
housing Oracle Cloud Infrastructure services use redundant power sources 
and maintain generator backups in case of widespread electrical outage. 
Server rooms are closely monitored for air temperature and humidity, and fire 
suppression systems are in place. Data center staff are trained in incident 
response and escalation procedures to address security or availability events 
that may arise.

Physical Security
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Site Build - Oracle Cloud Infrastructure data center facilities are durably built 
with steel, concrete, or comparable materials and are designed to withstand 
impact from a light vehicle strike. Our sites are staffed with security guards 
who are ready to respond to incidents 24 hours a day, 7 days a week, 365 
days a year. The exterior of the sites is secured with perimeter barriers and 
vehicle checks are actively monitored by a guard force and cameras that cover 
the building perimeter.
Personnel - All persons entering our data centers must first go through a layer 
of security at the site entrances, which are staffed with security guards. 
Persons without site-specific security badges entering the site must present 
government-issued identification and have an approved access request 
granting them access to the data center building. All employees and visitors 
must wear visible, official identification badges at all times. There are 
additional security layers between the entrance and server rooms that vary 
depending on the site build and risk profile. Data center server rooms are built 
with additional security layers including cameras that cover server rooms, two-
factor access control, and intrusion-detection mechanisms. 

Physical Security
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Insider Abuse – Contributing Factors
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https://www.ccn.com/rogue-qiwi-employee-mined-500000-bitcoins-on-
company-hardware-then-lost-them-all/

CryptoCurrency Mining
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OCI Console Security

Personal data, including phone numbers, email addresses, and names, of 57 
million Uber users. Among those, the hackers stole 600,000 driver's license 
numbers of drivers for the company
Uber paid Hackers $100,000
Uber fined $148m for failing to notify drivers they had been hacked (Notified 
one year later)
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OCI Console Security

What happened?
– Hackers accessed the data through a third-party, cloud-based service. A site many 

engineers and companies use to store code and track projects. There, hackers 
found the username and password to access Uber user data stored in an Amazon 
server.  Complete access to the console with Administrative privileges.

How to address
– Restrict access to the OCI Console



© 2020 – SpearMC Consulting

14

Oracle Weblogic Vulnerability 

The Oracle Weblogic vulnerability (CVE-2019-2725) is easy to exploit and 
does not require authentication, meaning any of the large number of internet-
facing Weblogic servers are fair game for attackers. The Common Vulnerability 
Scoring System (CVSS)score for this vulnerability is 9.8 out of 10, 
demonstrating both its severity and ease of exploitation. While Oracle released 
a patch for this vulnerability on April 26, TALOS has reported attacks in the 
wild since April 17.
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Oracle Weblogic Vulnerability 
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Documented Security Policy

Are contractors and employees notified of security policies?
– Minimum password length and complexity
– Procedure for creating and saving passwords
– Policy for database access
– Policy for encryption

• Databases
• Integrations
• Access



© 2020 – SpearMC Consulting

17

Securing Your PeopleSoft Application Environment (Doc ID 747524.1)
– This red paper provides guidance in setting up security for PeopleSoft systems 

beyond application security. The intent of this document is to provide information 
about securing the overall infrastructure of a deployed PeopleSoft system.

– The red paper is overwhelming and the effort to implement all recommendations is 
time intensive.  The goal is to strike a balance between securing your application 
and not over burdening your IT staff with implementing every security measure 
possible.

Securing your PeopleSoft Application Environment –
RED PAPER
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Chapter 1: Overview - Describes the audience for the document and 
information to review prior to using the document.
Chapter 2: Security Model - Provides a conceptual overview of security issues. 
Chapter 3: Securing the Network Infrastructure - Discusses different 
approaches to network infrastructure security. 
Chapter 4: Securing the PeopleSoft Internet Architecture - Provides practical 
solutions for Pure Internet Architecture (PIA) security.
Chapter 5: PeopleTools Security Hardening - Describes hardening of 
PeopleTools Security.
Chapter 6: Securing Customized PeopleSoft Applications - Outlines guidelines 
for addressing securing a customized application.

Securing your PeopleSoft Application Environment – Table 
of Contents
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Start here - Appendix C: Security Hardening Recommendations and 
IT/Security Check List
Restrict operating system command line interface or shell access to Database, 
Web, Application servers.
Database lockdown

– http://www.oracle.com/technetwork/articles/index-087388.html
– Transparent data encryption.
– Use Oracle database encryption for data-at-rest protection. Microsoft has similar 

functionality for SQL Server.
– SQL Net traffic encryption.

Employ encryption between the application server and the database.
JOLT traffic encryption.
Employ encryption between the web server and the application server.

Security Hardening Recommendations and IT/Security 
Check List
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WebLogic lockdown.
– http://docs.oracle.com/cd/E15523_01/core.1111/e12889/infrahard.htm
– Restrict access to the WebLogic Console.
– Enable access only when necessary.

Consider an ERP firewall.
Track user ID access attempts and log “finger print” data, including:

– Workstation ID.
– User ID.
– Real IP address.
– User agent.
– Referrer name.

Firewall and router policies.
Implement policies that restrict internal access to only approved web server 
and proxy addresses, reduced/restricted port 80 enabled or accessible 
internally.

Security Hardening Recommendations and IT/Security 
Check List
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Configure PeopleSoft (or access system) password controls.
Evaluate password complexity, length, expiration, allowable consecutive 
failures, and so on.
Ensure node passwords are maximum length and complex.

Security Hardening Recommendations and IT/Security 
Check List
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Configure PeopleSoft (or access system) password controls.
Evaluate password complexity, length, expiration, allowable consecutive 
failures, and so on.
Ensure node passwords are maximum length and complex.

Security Hardening Recommendations and IT/Security 
Check List
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Oracle Cloud Infrastructure DDoS (Distributed Denial of Service)
– DDoS FAQ - https://cloud.oracle.com/edge/ddos/faq

Oracle Cloud Infrastructure Web Application Firewall
– Protection Rules
– Access Rules
– Bot Management
– WAF Features - https://cloud.oracle.com/edge/waf/features

Chapter 3 – Securing Network Infrastructure



© 2020 – SpearMC Consulting

24

How to Enable LDAPS for Directory Integration
– IP Address Filtering
– SSL Encryption

How to Enable TUXEDO Encryption (LLE and SSL)

Chapter 4 – Securing Network Infrastructure
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Delete or Disable Unused User IDs
Enable Password Controls
Expire Password at next logon
Review sign in and timeout security
Change the IB Gateway Properties Password
Limit Usage of the PeopleSoft Administrator Role
Limit Access to Application Designer and Data Mover
Prohibiting Passwords to be Emailed

– PeopleTools contains functionality that will enable users to receive a new password 
via email if they have forgotten their existing one. To change this setting:

– Select PeopleTools, Security, Permissions & Roles, Permission Lists.
– On the search page, search for the permission list that you want to modify and 

select it.
– The Permission List component appears.
– On the General page, review the setting of the Allow Password to be Emailed check 

box.

Chapter 5 – PeopleTools Security Hardening
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Chapter 5 – PeopleTools Security Hardening 

Limit Access to User Profiles, Roles, and Permission Lists
Limit Access to administer security
Change the Access Password

– Used to have a maximum complexity of 8 alpha-numeric characters only.  Now 
supports up to a length of 30 with special characters.  Note: Only certain special 
characters can be used

Change the Connect Password
– Used to have a maximum complexity of 8 alpha-numberic characters only.  Now 

supports up to a length of 30 with special characters.  Note: Only certain special 
characters can be used

Use strong node passwords or use certificates
Limit Access to the Weblogic Console
Track Users Login and Logout Activity – PSACCESSLOG and 
PSPTLOGINAUDIT



© 2020 – SpearMC Consulting

27

Chapter 6 – Security Customized PeopleSoft Applications

Configuring Components for row level security
– Applying security using search views. 
– Applying security using search prompt views. 
– Applying security using an application-specific framework

Isolating All User-Entered Data into Bind Variables 
– Never allow the end-user to enter a string that contains an entire SQL statement or 

a SQL fragment. 
Protecting PDF PeopleSoft BI Publisher Reports

– You can password-protect a PeopleSoft BI Publisher PDF report by requiring users 
to enter a password to open a report. 
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Securing Networking: VCN Load Balancers, and DNS

Network Segmentation: VCN Subnets
Formulate a tiered subnet strategy for the VCN, to control network access.  A 
common design pattern is to have the following subnet tiers:

– DMZ subnet for load balancers
– Public subnet for externally accessible hosts such as NAT instances, intrusion 

detection (IDS) instances, and web application servers
– Private subnet for internal hosts such as databases

No special routing is required for the instances in the different subnets to 
communicate. However, you can control the types of traffic between the 
subnets by using the VCN's security lists.
Instances in the private subnet only have private IP addresses and can be 
reached only by other instances in the VCN. Oracle recommends that you 
place security-sensitive hosts (DB systems, for example) in a private subnet, 
and use security list rules to control the type of connectivity to hosts in a public 
subnet. In addition to VCN security lists, configure host-based firewalls such 
as iptables, firewalld for network access control, as a defense-in-depth 
mechanism.
https://docs.cloud.oracle.com/iaas/Content/Security/Reference/networking_security.htm


